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NOTICE 



E -Government System User Account Information 



The Office of Foreign Missions (OFM) wishes to remind the foreign mission 
community of the requirements associated with the creation of user accounts in the 
Department's E-Government (E-Gov) System. 

The E-Gov System allows each mission to delegate and authorize a limited 
number of active employees the rights and privileges to submit applications and 
documents on its behalf. The requestor of an E-Gov user account has to fill out the 
"Application for OFM Website Account Form" located: 
( www.state.gov/documents/organization/185717.pdf ). Once this form has been 
completed in its entirety, it then must be signed, stamped with the Embassy or 
Consulate seal, and emailed to OFMEGOVHELPDESK® state.gov . 

Please note that additional security measures have been added to E-Gov: 

• E-Gov user accounts are NOT to be shared. Only one E-Gov user account 
per person is allowed. Only the person who is the registered user of the E- 
Gov user account should use it on the E-Gov System. The accounts of users 
who depart post will be closed. 

• There are limits to the number of accounts that can be authorized to an 
individual mission. 



o Embassies and Missions to the Organization of American States and 
the United Nations are allowed no more than 10 E-Gov user accounts. 

o Consular posts, international organizations, and other foreign missions 
are allowed no more than 5 E-Gov user accounts. 

o OFM will consider requests for additional accounts beyond the limits 
stated above on a case-by-case basis. 
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• E-Gov user account passwords must be a minimum of 12 characters, which 
includes at least one number, and at least one uppercase letter. For example: 
Abcdefghijk5 or A12345678901 

• All passwords must be changed every 180 days. 

All foreign missions are encouraged to respond to the E-Gov Customer 
Survey, which is available at https://ofmapps.state.gov/eGov/public/login.jsp - 
select option titled "How Are We Doing?". 

Questions or concerns with respect to this or any other matter involving the 
Department's E-Gov Program may be referred during normal business hours to 
OFMEGO VHELPDES K @ state . gov or by phone at (202) 895-3564. 



